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Abstract

Password-based authentication is still the most widely used authentication method today. Unfortunately,
passwords are the main culprit leading to cyberattacks. This study examines the behaviors of young people
towards password generation and usage. The young people will ultimately become the future for society. An
online survey with a sample of 265 respondents aged 10-24 was conducted between April and August 2021. The
research utilized descriptive statistical analyses and compared the responses from young people with older people.
The results suggest that although the survey participants seemed to have basic knowledge of creating complex
passwords, they still possessed some aspects, which could lead to being a cyberattack target. This preliminary
study provides information and increases awareness for policymakers and educators in such a way that it could
be used to create an educational program on the importance of managing passwords securely. In addition, the

study provides insights into the password management of young people between the ages of 10 and 24.
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1 Introduction

In today’s Internet-based or digital environment, it is
essential for any computer or information system to be
able to identify any individual or entity that attempts
to enter and use the system. Therefore, access control
mechanisms, i.e. authentication, cannot be overlooked.
Although there are several authentication methods
[1], such as passwords with something-you-know,
something-you-have and something-you-are, (which
are all under the something-you-know category)
that appear to be the most widely used mechanisms
and they play an important role in modern life. For
example, they are used for logging into email
accounts, mobile banking accounts, organization
networks and personal devices.

It is clear that strong and secure passwords should
be selected to protect personal accounts and information.
Unfortunately, people do not always choose strong and
secure passwords. Many people still generate weak
and easy-to-crack passwords [2], [3] with the most
common ones including “123456”, “123456789”,

“password”, “iloveyou” and “Nothing.” Many are
opting for bad practices for password usage, such as
writing their passwords down on a post-it or reusing
their passwords across many different accounts.
Both choosing weak passwords and exhibiting
bad password practices have led to many high-profile
cyberattacks. Cyberattacks began as early as 1998
when the Computer Emergency Response Team
(CERT) [4] reported an incident in which there was
a leak of almost two hundred thousand passwords
and close to fifty thousand of them were cracked.
In 2009, one of the largest credential leakages
up to that point took place in a major password
breach of a website [S]. In 2016, it was reported
that almost four hundred million accounts from two
well-known social networking sites were hacked
and the passwords were leaked. Interestingly and
frighteningly, the report suggested that a lot of the
leaked passwords had been generated from words in
the dictionary and simple patterns of numbers. For
example, password with “12345” appeared more
than two hundred thousand times and “password”
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appeared almost eighteen thousand times [6].

Many organizations and researchers have
attempted to help users generate stronger passwords
through their password composition policies [7], [8],
which not only specify the minimum length but also
require users to include specific types of characters and
numbers in their passwords. Some have suggested the
use of a password manager [9], whose purpose is to
help users generate stronger passwords and eliminate
password reuse.

While these policies may help improve the
security of passwords, they make it more difficult and
complex for users to memorize their own passwords.
Moreover, nowadays many users are overwhelmed
with the number of accounts and passwords they
need to use daily, which is largely true for adults and
older people whose personal data are subjected to
adversarial behaviors [10]. This has led to a question
of trying to understand the attitudes and behaviors of
users, especially younger generation users, towards
their password generation and usage.

The World Health Organization (WHO) defines
the term “young people” as those who are between
10 and 24 years old [11]. From this range, young
people are students in school and higher education
as well as the newly graduated students. They were
the focus of this research because they will be the
main workforce in the future. It is thus necessary to
study and understand their attitudes and behaviors
about password generation and usage so that proper
awareness, education and even technologies can be
designed and put in place to complement the results
of this research.

In this research, as a preliminary study, a
survey was carried out with over two hundred and
fifty participants, two hundred of which were in the
young people category as defined by WHO. The
rest were in the older category, which was used
for a comparative analysis. In general, surveyed
participants reported that they had more than one
account with the number of passwords not matching
to the number of accounts. Many participants have
adapted to the advice of generating more complex
passwords. A few responsed that they were aware
of how to ensure their password security through
multi-factor authentication and password managers,
while many had never heard of these techniques
before.

1.1 Literature review and related work

There is a large amount of literature regarding
various aspects of password-based authentication.
In this section, however, only those that are relevant
to our study, such as password security, password
management [12] and those looking at perceptions
related to passwords, are discussed [13]-[15].
The objective of this work is to build upon the
existing work by looking specifically at the younger
generation of people and what their perspectives are
toward password generation and usage.

1.1.1 Password security

Passwords are the most used method of authentication
due to their convenience and low cost. Unfortunately,
the strength of password-based authentication
mechanisms relies heavily on the strength of the
passwords themselves. Weak or easy-to-crack
passwords have presented security problems over
the years. Having seen this opportunity, attackers
have created and applied several different techniques
to crack passwords [1]. Some of the more popular
ones are as follows.

The first technique is known as a brute force
attack, which is when an attacker attempts all
possible passwords until the correct one is found. The
second one is called the password dictionary attack.
This occurs when a list of commonly used passwords is
created and stored in a database. Only the passwords in
that database or dictionary are tried and used when an
attacker attempts to log into a system as someone else.

Consequently, a couple of approaches have been
proposed to help to measure the quality and strength of
passwords. The first approach was password entropy,
which was first introduced by Shannon [16]. Password
entropy was defined as the statistical distribution
of information, which measured the randomness of
the content. This work pioneered password quality
measurement, which other researchers built upon. This
led to research by Ma et al. [17] who suggested that a
password should be composed of upper-case letters,
lower-case letters, numbers and special characters,
which has become a guideline for a more secure
password generation method.

Ma et al. [17] proposed another approach for
evaluating the strength of passwords known as the
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effective length. Effective length is an extension to
the basic counting of the number of characters in a
password. It was suggested that a password complexity
index (or a specified value for each character) should
be applied to the password so that the effective length,
rather than the actual length, could be computed.The
two password security metrics in password entropy
(components within a password) and password
length have, therefore, become parts of this survey,
specifically for the password composition stage.

1.1.2 Password management

Passwords are considered the first line of defense for
computer and information systems [1]. They help to
reduce the risk of unauthorized access. Therefore it is
possible to lower the chances of being compromised
by generating strong passwords and adopting good
password practices. The problem is that users are now
facing a lot of burdens in managing their passwords,
namely password creation and usage.

Previous studies found through a survey that
some people possessed over twenty accounts and hold
as many if not almost as many passwords [13]-[15],
[18], [19]. Some of these people even use all these
accounts and passwords every day. One research
suggested that almost half the people participating in
the study logged into their accounts over forty times
a week [20]. Even though, these studies focused on
working aged people they still provided noteworthy
statistics for password management behaviors.
In contrast, our research focused on the behaviors of
young people.

Two survey research [12], [21] were conducted
with approximately three hundred people and
twenty-seven people, respectively, in workplaces,
people appeared to have varying methods for creating
passwords. The studies using descriptive analysis,
several statistical analyses, such as Pearson’s
chi-squared test and significance level a = .05 showed
that although many organizations and websites had
password policies that required users’ passwords to
meet some specific criteria, people still tended to
create their password by choosing something that was
easy for them to remember. This usually made them
vulnerable and easy to guess. Yet, there were people
still conforming to better password creation strategies
by combining various types of characters and numbers

in their passwords [7].

Another study [22] was conducted on several
hundred thousand leaked passwords to understand the
password usage behaviors of users. It was found that
43-50% of users frequently reused their passwords
across multiple accounts. The more passwords that
users needed to generate and the more accounts
they possessed, the more likely they were to reuse
passwords. This behavior is worrying because it is
the main cause of a password-related attack known as
credential stuffing. This occurs when a user’s password
is known by an attacker, who will then try to use the
same password to log into other accounts belonging
to the same user [1]. Another study has gone as far
as saying that using the same password for many
accounts was like having one key that can unlock
many doors [23].

Many organizations’ password policy forces users
to change their passwords every thirty to sixty days
[18], however this is not agreed to all [24]. It had been
believed that by changing passwords every so often,
attackers would find it more difficult to compromise
them. However, there is suggestion to users who
frequently change their passwords, that the security
of already-strong passwords would be reduced [24].
Regarding to this issue, a study observed that users
tended not to change their passwords based on their
own decisions. They would only do so when they were
forced to in the case of a breach or after forgetting their
password [25].

In the context of password recall and memorability,
users applied different approaches ranging from relying
on their memory to writing down the passwords
on pieces of paper or in a note application on their
computing device. It was also found that the use of
password managers was not common, even though
it was a recommended approach [9], [12]. Ray et al.
[9] conducted interviews with 26 older adults (over
60 years old) to understand the adoption of password
managers. It turned out that many had fears of a
single point of failure and were worried about the
idea of having some entity controlling their private
information.

The existing literature studied various aspects of
user behaviors towards passwords, but there had not
been many that specifically looked at how young people
worked on password management. Helkala and Bakas
[26] conducted research among employees in Norway
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and found that password education and guidance
were inadequately given, leading to outdated behaviors.
In 2021, however, there was one study that provided
an attempt to understand what children thought about
passwords [27]. This article appeared to be the first
to conduct a survey of third to twelfth graders across
the USA. The authors found that children had fewer
passwords than adults and had mixed perceptions
about passwords. Moreover, their study showed that
there were some behaviors that would lead to a lack of
security in their passwords. Having said that, our work
isdifferent from Theofanos et al.’s work [27] in three ways.
The first is that our participants were from different
parts of the world. Secondly, although the majority
of our participants were young, the participants were
from a broader range of age groups, namely those who
were aged between 10 and 24 years old, as defined
by WHO. Third, our coverage of perceptions towards
passwords is different. That is, the work of Theofanos
et al.’s put an emphasis on understanding passwords
and password creation whereas our study focused on
different aspects, namely password creation, password
usage and password security improvement strategies.

2 Materials and Methods
2.1 Research framework

The conceptual research framework is depicted in
Figure 1. The research began with an online survey
designed to investigate perceptions and behaviors of
young people towards password creation, usage, and
security. The survey was then distributed so that data
could be collected and analyzed using descriptive
statistical analyses. The perceptions and behaviors of
young people towards password management were to
be identified afterward.

2.2 Survey design

This section describes how the online survey was
designed and what it consists of. In order to understand
the habits of young people on various aspects of
password management, the survey was divided into
four parts.

First, the general demographic section required
participants to indicate their age group. Even though
the focus of the research was on young people aged

Survey Design

General Demographic
Information
Password Usage

Password Security

Figure 1: Research Framework.

Data Collection and
Data Analysis
through Descriptive
Statistical Analysis

Perception and
Behavior Identification

between 10 and 24, it was important to know because
some participants were older, and we could use this
information to compare the demographic groups.
Second, the password creation section included four
questions. The questions probed into general password
practices such as whether they used their name or
telephone number, used letters only, used numbers
only or whether some specific practices were
followed. In addition, they were asked about the size of
their passwords.Third, password usage looked at how
participants used and maintained their passwords. The
participants were asked about the number of accounts
and passwords they owned, how often they changed
their passwords as well as what their password recall
strategies were.The final part examined whether
participants knew of any additional methods that could
improve the security of their passwords. The questions
in this part asked about multi-factor authentication and
password managers.In total, the online survey used to
conduct the research contained fourteen questions. We
believe that these fourteen questions were adequate
for accomplishing our objective to learn about young
people’s perceptions towards personal password
management.

2.3 Data collection

We distributed the online survey on websites including
Reddit (https://www.reddit.com) and SurveyTandem
(https://www.surveytandem.com). Currently, Reddit
has over fifty-two million active users daily on their
website. Our survey was posted in the Take My Survey
community, which is a broad and non-specific
community so that we could get a diversity of people
to respond to the survey. SurveyTandem is a platform
for finding survey respondents, albeit by answering
other people’s surveys in exchange. We felt that these
survey sites were good platforms to gather responses
from mixed backgrounds.
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The main source of survey data was via emails.
Our research focused on and required responses from
people between the ages of 10 and 24, according to
WHO?’s definition of young people. It was, therefore,
necessary to target specific respondents and emails
were a convenient tool to do so. For this purpose,
emails were sent to students in schools and universities
in Japan, the UK and various parts of Thailand. This
way the data from the target age group and the diversity
of respondents could be collected. From these platforms
and methods, we were able to gather 265 responses.

It should be noted that the online survey was
written in English, which means that many participants
were not able to take the survey in their native
language. However, the survey questions only consisted
of basic English words and phrases, which we believed
would be understandable to the participants.

2.4 Data analysis

In this section, we describe the analysis of the collected
data. Due to the structure and content of the survey,
quantitative analyses were carried out in this research.
Before carrying out any statistical analyses, it was
necessary to clean the collected data so that only
usable records remained. By looking at the data obtained
from the survey, it was obvious that there were some
responses that appeared fraudulent and infeasible. By
removing the unusable responses, the validity of our
analyses would be improved.

For this research, seven responses were excluded
from the study, which accounted for 2.64% of all the
collected responses. The reason for exclusion was that
there were five participants who said they owned more
passwords than the number of accounts they possessed,
which appeared to us as infeasible since our study was
interested in the current status of password management
only. In other words, any old or no-longer-used
passwords associated with each account should not be
considered. The other two participants just wrote some
random characters as their responses to several survey
questions. Thus, their responses could not be used in
the analyses at all. As a result, 258 responses remained
and were included in our analyses.

A descriptive statistical analysis was applied
to provide an overview of the survey data. This was
done so that the number of responses to each question
could be expressed, and basic comparisons between the

responses from young people and the older counterparts
could be performed. In addition, a significance level
o=.05 was used in the analyses of the obtained results.

2.5 Limitations

There is one limitation to our research that we would
like to point out. Even though the data were collected
through different online platforms, a large proportion
of the obtained data was from Thailand, with few
responses from other parts of the world. Therefore,
the participants of the survey may not reflect the
attitudes and behaviors of the world population.
Nevertheless, as a preliminary study, we still believe
that our study and findings can provide a better
understanding of young people’s attitudes, perceptions
and behaviors towards their password creation, usage,
and management in general.

3 Results and Discussion

Our research focused on understanding how young
people generated, used, and managed their passwords.
As a result, our online survey included questions that
would provide insight into young people’s password-
related attitudes, perceptions, and behaviors. This section
is divided into four parts, which reflect our survey
questions and attempt to answer the research questions.
These parts include the general demographics of the
research participants, password creation, password
usage and password security improvements.

3.1 Research participants

Although the aim of the research is to understand how
young people (10 to 24 years old) behave towards
password management, some participants were older.
The data from people who were 25 years old and over
allowed further analyses of the obtained data.

In total, we were able to collect 265 responses,
but it was necessary to remove 7 responses. The sample
size used in this study followed precedent from
previous studies, which had the following sample
sizes: [30] had 231 survey participants, [13] had 240
survey participants, [12] had 339 survey participants,
and [17] had 45 survey participants, while [21] carried
out 27 interviews. Although the country of origin
was not collected as a part of the survey, we were
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able to determine from the survey distribution
method (emails) and responses (time of response)
that most of the research participants were from
non-Western countries. The demographics of the
research participants are described in Table 1.

Table 1 shows that 199 young people participated
in the study, which accounted for 77% of all participants.
Out of the 199 young people, 8 were between 10 and
14 years old, 74 were between 15 and 19, and 117
were between 20 and 24. In addition, there were 59
respondents who were 25 years old and older.

Table 1: Demographics of research participants

Gender Age
Sex Number | % Age Groups | Number | %
Male 129 50.00 10-14 8 3.10
Female 127 49.22 15-19 74 28.68
Others 2 0.78 20-24 117 4535
25 and over 59 22.87

3.2 Password creation

For the analyses of the password creation section, we
divided it into three parts: password creation strategies,
password components and password size.

3.2.1 Password creation strategies

This part shows the strategies that the participants
reported to have used when creating their passwords.
In general, there were seven techniques that were
adopted for password generation. Figure 2 shows the
distribution of the participants’ reported password
creation methods.

The password creation techniques gathered from
our study included using people’s names, places’
names, birthdates, phone numbers, words in English
dictionary, and using a password generator. Other
methods mentioned by the participants included the use
of student or national ID numbers, favorite characters
from cartoons or films, and words from other languages
(typing with an English keyboard). The number of
password generation methods found in our study
appeared to be more than that from the research by
Habib et al. [12], which indicated that there were three
main techniques for password creation: using English
words, using names, and adding either numbers or
symbols. Our study was different from the work
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Figure 2: Percentage distribution of participants’
password creation methods.

5 - Use a word in English dictionary.
6 - Use a password generator.
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of Theofanos et al. [27] where the correspondents’
passwords were given to the participants by the school,
made by parents or with parents’ help, or made by the
participants themselves. No other details were given
in their study.

There are a few things worth pointing out from
the obtained results. First of all, creating a password by
including a person’s name was popular among young
people with 50% of the 10 to 14 years old participants
admitting to using this technique. In addition, 39% and
38% of participants who were between 15 and 19 years
old and between 20 and 24 years old, respectively,
included either their own or someone else’s name in
their passwords. The obtained percentages appeared to
align with the results from Habib et a/. [12] and Ur et al.
[28] who also found that using names was the most
common password creation technique. Additionally,
34% of the older participants (25 years old and older)
used this method to generate their passwords.

Secondly, including someone’s date of birth in a
password was another popular method. From Figure 2,
it can be seen that 53% of the 15 to 19-year-old
participants used either their own or other people’s
date of birth as a part of their passwords. This was
followed by the 20 to 24 and 10 to 14 years old groups
with 39% and 38% of participants using this technique,
respectively. In contrast, this method was only used
by 27% of the older participants. Hence, there is a
statistically significant difference (a = .05) between
the young people (10-24 years old) and the older ones
(25 and over). Another password creation technique
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was the inclusion of phone numbers. Compared with
the older age group of those at least 25 years old,
the percentage of young participants who chose to
include phone numbers for password generation was
significantly higher (o = .05). In other words, 32.70%
of the young correspondents reported that they had
included either their own or someone else's phone
numbers in their passwords. In contrast, only 17% of
the older age group reported having done the same.

The next password generation strategy discovered
through the survey was in agreement with the research
by Habib ef al. [12], Ur et al. [28] and Bryant and
Campbell [15]. This technique involved using words
from an English dictionary as a part of the participants’
passwords. Habib et al. [12] found that approximately
41% of all participants used English words in their
passwords. However, the percentage in our research
was not as high. On average approximately 31.03% of
the young participants (10 to 24 years old) reported that
they would include words from an English dictionary
in their passwords. The number was even lower in
the older age group with only 20.34%. Having said
that, this is another method that gives a statistically
significant difference (o= .05) between young people
and their older counterparts.

The least popular password creation method
involved the inclusion of place names. Only 16.08%
of the 10 to 24 years old and only 12% of the older
age group reported using this method. The practice
of including place names in passwords was some-
thing revealed only in our study and had never been
mentioned in previous studies.Moreover, there were
other practices reported by some of our participants.
It was found that the percentage of the older age group
(20.34%) who had used other methods for creating
passwords was significantly higher (a0 = .05) than
for the younger age groups (3.13%) from which only
those between 20 and 24 years old reported to have
used other techniques. Some methods mentioned by
the participants that fell into this category included the
use of student or national ID numbers and words from
other foreign languages (using an English keyboard).

3.2.2 Password components
The second part of the password creation section

reported what components the participants had included
or would choose to include in their passwords. From
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Figure 3: Percentage distribution of participants’
password components.

the obtained data, there were fifteen possible ways or
combinations of components that were chosen by the
participants. These fifteen different combinations can
be seen in Figure 3, which also shows the distribution
of the participants’ chosen components in their
passwords.One piece of information from Figure 3 we
thought was worth noting was that the combination of
lower-case letters and special characters was not the
choice of any participants from any age group at all.

Figure 3 also shows that the 20 to 24 age group was the
only group that would create or had created their passwords
using only either upper-case letters or lower-case
letters, albeit with only 2.60% and 0.90%, respectively.

Numbers-only passwords, as suggested by the
data, were chosen by a handful of participants in the
15 to 19 years old age group (5.40%), the 20 to 24 age
group (4.30%) and the 25 and over age group (1.70%).
Nobody from the 10 to 14 age group chose or had
chosen only numbers as their passwords.

Special characters-only passwords were another
interesting technique, which only used by participants
from the 15 to 19 and 20 to 24 years old age groups,
with 2.70% and 0.90% of the participants using this
method, respectively. On average, it appeared that this
special character only method was the least popular
among our participants.

The combination of lower-case letters, numbers
and special characters was another method chosen
only by the participants ages 15 to 19 and ages 20
to 24, with 1.40% and 1.70% of each age group,

C. Titiakarawongse and S. Boonkrong, “A Study of Password Management Behaviors of Young People.”



Applied Science and Engineering Progress, Vol. 16, No. 4, 2023, 6580

respectively. The other type of passwords chosen
by these two age groups was using a combination
of upper-case letters, lower-case letters and special
characters. This combination was chosen only by those
in the 20 to 24 and 25 and over age groups, with 6%
and 3.40% of the participants from each age group,
respectively.

One type of combination chosen by all age
groups was a combination of lower-case letters and
numbers. On average, this method was significantly
more popular (a =.05) among young participants (10
to 24 years old) than the older ones (25 years old and
over). That is, 13.11% of the participants in the 10 to
24 age group reported to have used this combination,
while only 5.09% of the 25 years old and the older
group had used this technique.

There were two other types of combinations
that were chosen by all age groups and appeared to
be the two most popular choices for each age group.
The combination of the upper-case letters, lower-case
letters and numbers was used by a significantly higher
number (a = .05) of the young people (10 to 24 years
old), while the combination of all types of characters
in the upper-case letters, lower-case letters, numbers
and special characters was significantly more popular
(a = .05) for the older age group (25 years old and
over). These two types of combinations also gave an
interesting result, which can be described as follows.

The number of participants choosing upper-case
letters, lower-case letters and number combinations
evidently decreased as the ages of the participants
increased. In other words, the majority (63%) of the
participants from the 10 to 14 age group suggested that
they would use or had used this method when creating
their passwords. This number went down for those ages
15 to 19 years old (32%) and 20 to 24 years old (25%).
The oldest group (25 years old and older) recorded the
lowest percentage at 22%.

On the other hand, the combination of all types
of characters presented the opposite trend. That is, as
the ages of the participants increased, the number of
participants choosing to use this method also increased.
The data showed that 25% of the 10 to 14-year-olds,
and 26% and 30% of the participant's ages 15 to 19
years old and 20 to 24 years old, respectively, reported
to have created their passwords using this combination.
It was obvious from Figure 3 that the majority or 53%
of the older age group of 25 and over would choose or

70
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z
g 0 Age Groups
& i =10-14
< 15-19
§ 1 "20-24
3 W25+
5
&0

i I I i .

. il

4-6 7-9 10-12 13-15 Over 15

Password Length (Characters)
Figure 4: Percentage distribution of participants’
password sizes.

had chosen this type of combination for their password
creation.

It appears that the two most popular password
development techniques complement one another.
Once the participants became older, the components
within their passwords and their combinations
became more complex. This suggests that awareness,
education, and experience are needed to help people
generate more complex passwords. Moreover, the data
we collected and analyzed were similar to the study
by Habib et al. [12], who also found that 59% of their
participants would add numbers to their passwords,
and 32% would add special characters to increase the
complexity. However, Habib et al. [12] did not provide
any details of how the results were distributed among
different age groups.

3.2.3 Password size

The final part of the password creation section is
the password size. This part reports on the average
password size of our research participants. In general,
the responses from the participants were grouped into
five size ranges. They were the passwords whose sizes
were 4-6 characters, 7-9 characters, 10—12 characters,
13—15 characters and over 15 characters. Figure 4
shows the distribution of our participants’ reported
password sizes.

It is observed that all password sizes were chosen
by all age groups, except for the 4-6 character and
the over 15-character passwords, which were not the
choices of the participants belonging to the 10 to 14 age
group. The 4 to 6 character passwords also represented
the smallest numbers of participants with over 15
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character passwords having the second lowest numbers
of participants. What we found from our survey data
aligned with the results from Bryant and Campbell’s
work [15], which also stated that passwords length
between 1-6 characters and between 11 and 26 characters
represented the smallest proportions.

The data collected from the survey revealed that
for 25 years old and older, passwords consisting of 7—9
characters were the most popular choice with 45.67%
of the participants from that group having passwords
of this size. This is an obvious difference from the
young people (10 to 24 years old), with approximately
27.29% choosing this password size. That is, there
is a clear statistically significant difference (o = .05)
between these two age groups.

Passwords between 10 and 12 characters provided
a very noticeable point to be discussed. Figure 4 shows
that approximately 75% of the 10 to 14-year-old
participants had created passwords of this size, which
was significantly higher (o = .05) than any other age
group. However, on average, 47.90% of the young
participants (10 to 24 years old) had created passwords
whose sizes were between 10 to 12 characters long,
compared with only 30.51% of the older participants.
Finally, the 13 to 15-character passwords were created
by 13.42% of young participants. The number for
the older group was not significantly different with
11.86% of them having created and used passwords of
this size.Those between 10 and 24 years old tended to
create passwords sized between 10 and 12 characters,
compared with the older participants, almost half of
whom suggested that their passwords were between 7
and 9 characters long.

3.3 Password usage

The analyses of the password usage section are divided
into three parts. It includes a comparison between the
number of accounts and the number of passwords
(or password reuse), how the participants said they
recalled their passwords, and what their password
update behaviors were.

3.3.1 Password reuse
Our survey did not ask the participants directly

whether they had used the same passwords for multiple
accounts. What we did instead was ask about the
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Figure 6: Percentage distribution of the number of
passwords owned by participants.

number of password-protected accounts and the
number of passwords they owned. The data are
displayed in Figure 5 and Figure 6, respectively.

Whether or not there was password reuse can be
observed by comparing the data in Figures 5 and 6.
For the number of password-protected accounts, on
average 30.31% of the young participants owned
between one and three password-protected accounts,
while 16.95% of the participants 25 years old and over
owned the same amount, which made the number for
the young people significantly higher (o = .05) than
that of the older ones. The young participants aged
between 10 and 24 years old who owned between
four and six accounts accounted for 23.07%, whereas
the number was 13.56% for those 25 years old and
over. The number of young participants that owned
between seven and nine accounts slightly decreased to
21.88%. However, this number increased for the older
participants at 23.73%.
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The number of participants both young and
old owning over nine password-protected accounts
went down to 8.82% and 18.64%, respectively. What
we can observe here is that the older participants
seemed to have significantly more accounts (o = .05)
than the younger people. Our data also revealed that
significantly more people (o = .05) in the older age
group had no idea how many accounts they owned in
contrast to the young ones (10 to 24).

Let us now look at the number of passwords
reportedly owned by the participants in Figure 6.
Ideally, the number of passwords owned by the
participants should match the number of accounts they
possessed. However, the difference between Figure 5
and Figure 6 can be spotted straightaway.

It appears that the graph in Figure 6 is left-hand
heavy. In detail, on average 46.08% of the young
participants (10 to 24 years old) owned only between
one and three passwords, while 27.12% of the 25 years
old and older owned the same amount. There was,
therefore, a statistically significant difference (o =.05)
between the two groups. This was in stark contrast to
the data shown in Figure 5, where only approximately
30.13% of the young people and 16.95% of the older
ones owned between one to three accounts. Therefore,
this implies that many of our survey participants had
conducted a fair amount of password reuse, with those
who were between 10 and 24 constituting a higher
number than the older participants.

Other studies, including those by Habib et al.
[12] and Bryant and Campbell [15], also reported that
there was a moderate amount of password reuse. Habib
et al. [12] found that almost 50% of their participants
had reused their passwords, whereas Bryant and
Campbell’s data showed only around 25%. Although
our research found some patterns for password reuse,
the number did not seem to be as high. Moreover, our
study investigated the difference between different
age groups while other researchers only studied the
behaviors at workplaces and email usage.

In addition, Figure 6 shows that the percentage
of participants decreased as the number of possessed
passwords increased. This is especially true for young
participants. On the other hand, there was only a
slight decrease in the percentage of those who were
25 and older as the number of passwords increased.
A significantly higher (o = .05) percentage of those
25 and over said they possessed over nine passwords.
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Figure 7: Percentage distribution of participants’
password recall methods.

3.3.2 Password recall

This part studied how our participants recalled their
passwords. In general, there were six password recall
techniques reportedly adopted by the participants.
Figure 7 shows the distribution of our participants’
password recall methods.

It is clear from Figure 7 that the most popular
password recall method among our participants was
memorizing the passwords. The survey data revealed
that on average 70% of the young participants chose
to adopt this method for their password recall. In
contrast, only 55.93% of those 25 and over chose to
memorize passwords. It is noted that more than half of
the participants from all age groups reported recalling
passwords from memory. However, the pattern shown
in Figure 7 revealed that as the participants got older,
it became less likely that they would still use memory
as their password recall method.

This particular result of our survey appeared to
align with that of Habib ef a/. [12] and Theofanos et al.
[27] who also suggested that the most common password
recall technique used by more than half of their
research participants was memorizing the passwords.
However, our research provided more insight in that a
significantly higher (o = .05) number (70%) of those
aged between 10 and 24 years old memorized their
passwords rather than using other methods.

We combined the survey results of methods
(methods 1-3 from Figure 7) for writing down
passwords to obtain the following. The note-taking
method was on the whole used by 56.92% of the young
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participants and 57.63% of the 25 and over age group.
This means that on average there was no significant
difference between young people and older people in
adopting this password recall strategy. Although our
study recorded over half the participants using the
note-taking method, our numbers were not as high as
the survey done by NIST [29], which found that over
80% of their survey respondents stored their passwords
either on paper or electronically. However, the
results from [27] suggested that only 38.83% of their
participants wrote down passwords.

There were two other recall techniques used by
the participants. One was using dedicated password
manager software (category 6). Overall, password
managers were used less by the young participants
(11.46%) compared with 23.73% of the 25 and over
age group. Thus, it could be concluded that the use of
password managers increased as age increased.

Making use of the Web browser’s ability to
remember passwords (category 7) was a choice for a
few of our participants, where the percentages from
the young correspondents and older age groups were
not significantly different. Furthermore, the use of a
Web browser’s password remembering function had
a downward trend as the participants became older.

3.3.3 Password update

This part describes how often, if at all, our participants
changed or updated their passwords. Figure 8 shows
the distribution of the participants’ password update
frequency.

Our data revealed a similar behavior pattern for
both young participants who were between 10 and 24
years old and older participants aged 25 and over. That
is, there were more participants who admitted to never
changing their passwords than any other frequencies
(on average, over 32% of both age groups). The second
most common response was to update their passwords
once every ten months and over, where the data
obtained from the survey were almost the same for both
the young (21.27%) and older participants (22.03%).

Furthermore, it can be seen in Figure 8 that there
was an upward trend in updating passwords at a fre-
quency of once every five to seven months. It appears
that the number of participants who updated their
passwords once every five to seven months increased
as age increased. Also, it can be seen that significantly
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Figure 8: Percentage distribution of participants’
password update frequency.

more people (o =.05) from the older aged group who
tended to use their password for this same duration
before changing them.

Other update frequencies were only represented
by a small number of participants. For example, only
2.89% of the young people and 3.39% of the older
people said that they changed their password every
month. None of the participants from the older age
group reported changing their passwords every one
or two weeks, while 6.61% and 5.32% of the young
participants reported doing so, respectively. In addition,
both the younger and older participants reported that
there were events that would trigger them to change
their passwords. These triggers included being alerted
to unusual activity on their account and when they
forgot their passwords. This finding appears to be
aligned with the previous work of [25], which also
suggests that people tend to change passwords when
there is a security alert trigger.

3.4 Password security improvement

The final section of the results and analysis is
concerned with awareness of security improvements
in passwords. The participants were asked whether
they were familiar with or had used two-factor
authentication and password managers, which could
assist them with having a more secure authentication
process. Figure 9 shows the number of participants
who had used two-factor authentication.
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Figure 9: Percentage distribution of participants’ usage
of two-factor authentication.

The survey data revealed that the number of
young participants (52.26%) who had used or were
using two-factor authentication was higher than for
the older group (45.76%). Our data represented a very
different value from the research by Ion et al. [30] who
found that only 20% of their participants had used
two-factor authentication to help them stay safe. This
implies that over time a higher percentage of younger
people were willing to adopt new technology that
makes their passwords more secure.

Our data showed that 37.5% of the youngest
participants seemed to know of two-factor authentication
but chose not to use it. This number was significantly
different (o= .05) between the 15to 19 and 20 to 14 age
groups with values of 16.22% and 17.09%, respectively.
Meanwhile, 28.81% of the older participants (25 and
up) had decided not to use two-factor authentication
even though they knew the technology existed.

A similar amount of young and older
participants admitted that they had no idea what two-
factor authentication was with 24.13% and 25.42%
being unaware, respectively.In addition to asking the
participants about two-factor authentication, they
were also asked about their password manager usage.
Figure 10 shows the number of participants who had
used this type of system.

For password managers, it was interesting to
see that the participants from the 10 to 14 and the 25
and over age groups showed almost the same amount
at 62.50% and 61.02%, respectively, for knowing of
password managers but not using them. However, if we
looked at the average (47.62% for the 10 to 24 years
old participants and 61.02% for the older ones), we
would see that although they knew what a password
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Figure 10: Percentage distribution of participants’
usage of password managers

manager was, more participants from the older age
group chose not to use it. Although the participants in
our older group were relatively younger than those in
the study of Ray et al.’s [9], which focused on users
aged 60 and up, they appeared to follow the same
pattern in choosing not to use password managers.
That is, the respondents from both our study and
Ray et al.’s study suggested that substantial numbers
of participants used alternatives when it came to
password management and recall, one of which was
the note-taking method as described in the Password
Recall section. However, Ray et al. provided several
reasons as to why older people did not use password
managers, which included the disruptive nature of
password managers, to which some said they were
“time-wasters”, they lacked self-efficacy, and they
lacked trust in the technology.

There were zero participants from the 10 to 14 age
group that reported having used or using a password
manager, which led us to an average of 26.36% of the
younger participants who said that they were using
a password manager at the time of the survey. This
was to be compared with 28.81% of the older survey
respondents who reportedly were using the technology
at the time. These numbers showed an improvement
from the study of Ion et al. [30], which suggested
that only 12% of general users had used a password
manager. This again suggests a positive development
in technology adoption in all age groups as the year's
progress.

Finally, there were participants who admitted
that they had not heard about password managers
prior to the survey. This accounted for 26.02% from
the young age groups (10 to 24 years old) and 10.17%
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Table 2: Summary of statistically significant differences in password management behaviors between younger

and older participants

Password . Age Groups
Behaviors Responses p-value
Management 10-24 25+
Use birthdates 43.17% 27.12% 0.0087
Creation Use phone numbers 32.70% 16.95% 0.0050
Strategy Use words from dictionary 31.03% 20.34% 0.0418
Others* 3.13% 20.24% 0.0001
Password L | b TRID S o
Creation ower-case letters, numbers 3.11% 5.09% 0.0240
Upper and lower-case letters, numbers 39.91% 22.03% 0.0030
Components 11 : b
Uppf:r and lower-case letters, numbers, 26.86% 52 549 0.0001
special characters
Password Size | 7-9 characters 27.29% 45.76% 0.0033
. 1-3 accounts 30.31% 16.95% 0.0131
No. o Over 9 accounts 8.82% 18.64% 0.0217
Accounts
No idea (cannot remember) 15.93% 27.12% 0.0271
No. of 1-3 passwords 46.08% 27.12% 0.0027
00 Over 9 passwords 7.63% 16.95% 0.0224
Password Passwords -
Usage No idea (cannot remember) 0.74% 5.09% 0.0336
Password Memorize passwords 69.99% 55.93% 0.0197
Recall Use password manager 11.46% 23.73% 0.0114
Every week 6.61% 0.00% 0.0045
Password o o
Update Every two weeks 5.35% 0.00% 0.0095
Every 5-7 months 6.24% 18.64% 0.0039
Password Security | Password No idea what a password manager is 26.02% 10.17% 0.0018
Improvement Manager

*means using national identification number, words in other languages (typed with English keyboard), favorite characters from books or

films, and favorite films.

from the 25 and over age group, which means that
significantly more young people (o =.05) had no idea
what a password manager was. These data represented
a promising trend by showing the fact that the number
of participants not knowing what a password manager
is decreased as age increased.

Overall, our research revealed that there were bad
practices adopted by our participants, in particular the
younger ones. Young participants reported composing
their passwords using names, birthdates and telephone
numbers more often than the older participants.
Furthermore, the participants who were between
10 and 24 tended to create less-complex passwords
than their older counterparts. A significantly higher
numbers of young participants seemed to possess a
fewer numbers of passwords, which suggested that
they reused passwords more often than the older age
group. In terms of improving password security, there
were no significant differences between the young
and older participants when it came to two-factor

authentication. However, with password managers, the
percentage of younger people who had never heard of
password managers was significantly higher than that
of older people.

To gain more insight, especially for comparison
between younger and older participants, Table 2
summarizes the password management behaviors,
namely password creation, password usage and
password security improvements that are significantly
different [31] (p-value < 0.05) between young
participants (10 to 24 years old) and older participants
(25 years old and over) based on the number of
responses from each group.

4 Conclusions

The objective of the research was to assess the
perceptions and behaviors towards password generation
and usage among young people. As a byproduct of data
collection, the obtained data allowed a comparison
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between young and older people. The focus of the
research was on young people (WHO having defined
young people as people aged between 10 and 24)
because they were seen as future citizens and the
future workforce. It would, therefore, be imperative to
understand their behaviors. As a result of the research,
we are better prepared to encourage better security
strategies for future generations. Moreover, the
research was conducted to gain insight into the three
main aspects of passwords: password generation,
password usage and password security improvements.

Our research, which obtained information from a
broad group of participants, found that the people who
were between 10 and 24 years old were more likely
to adopt bad practices for password generation and
usage than their older counterparts, albeit there were
similarities in some respects.

While we feel that the obtained results are useful,
they should admittedly be viewed with caution due to
the limited numbers of respondents. However, despite
the limitation in the number of participants, we still
believe that the data obtained in this study offers new
insights and valuable information. Having said that, in
future research, it would be interesting to look at other
sources of data such as from social media so that the
amount of data could be increased.

For our final point, we would like to emphasize
that our research was anchored in three main aspects
of password perceptions and behaviors of young
people, namely password creation, password usage and
password security improvement. As such, the obtained
results are intended for policy makers, educators,
and practitioners so that they become more aware of
the problems that exist for the younger generation.
The results from this study, such as the insecurity
of password reuse and the adoption of two-factor
authentication and password managers, could be
included in educational materials. Consequently, it is
hoped that the data obtained from this study would
form the basis for offering improved educational
programs focusing on adopting better passwords and
authentication practices, so that the risk of cyberattacks
could be reduced in the future.
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