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Abstract

The Intrusion Detection Systems are used for detecting and preventing the organizations’ computer networks
from malicious intruders, who access to destroy or steal crucial information. Nowadays, many new intrusive
attacks have been developing continuously. Therefore, many researchers have tried to find out more effective
solutions. In this paper, we studied and designed a new Cybersecurity Knowledge Architecture for Supporting the
Adaptive Intrusion Detection Systems by using Cybersecurity Risk Assessments Model of Physical Institute of
Education according to the standard of ISO/IEC 27005, ISO/DIS 31000, and OCTAVE to measure risk factors.
At the same time, we developed the Adaptive Cyber Intrusion Detection System by applying Neural Network
with Association rules in Data Mining technique to classify the information of attack computer network. Finally,
we have found that our developed detection system is able to report the results promptly and accurately with the

precision at 97.4% and the recall at 92.0% which are easy to analyze and predict the results of Cybersecurity.

Keywords: Cybersecurity Knowledge Architecture, Adaptive Intrusion Detection Systems, Data Mining
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